" PROCESS 2nd CONNECTION -~ DETERMINE BUDDY PORT

ALLOCATION
Receive CONNECTED_AGAIN /—\ \‘

Determine peer port allocation method | Receive WAITING_FOR_BUDDY_ALLOC |
S Send PORT_PRED S/ N Determine buddy port allocation method ~ /

L Send BUDDY_ALLOC S

FINISH SYN/ACK FLOOD

Receive SYN_ACK_FLOOD_DONE
Send BUDDY_ALLOC

///

/// SYNCHRONIZE SYN/ACK FLOOD \

[ Receive
WAITING_TO_SYN_ACK_FLOOD )

\ Wait for the SYN flood to take place
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Send CONNECT_AGAIN If buddy’s
y port allocation
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e SEND BUDDY PORT
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/" SEND BUDDY SEQUENCE NUMBER are known ) o -
Receive BUDDY_SYN_SEQ /
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" SYNCHRONIZE SYNFLOOD
/ Receive SYN_FLOODED
Leave a note so the buddy knows it is time
to SYN/ACK flood
~._Send BUDDY_SYN_ACK_FLOODED pd

N

—> " DETERMINE EXTERNAL PORT

j Receive BDAY_SUCCESS_PORT ]
END Record the successful port /
\‘ \ Send BUDDY_ALLOC //
Receive GOODBYE e
End help
/ .

At any point during the connection if there is an error then it is implied that the helper
closes the connection and backtracks through the states.

The loops in the state diagram can only be taken once.



