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Peer's internal IP
Peer's internal port
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Buddy's external IP
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Payload:

e sequence number in the SYN sent fo the \
buddy
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WAITING_FOR_BUDDY_PORT \

If both peers’
external ports
are known
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PORT_PRED
Payload:

The predicted port for the peer

BUDDY_ALLOC

Payload:
The buddy’s port allocation method

\ Whether or not the conncetion is supported /
/

_— 77% ~_
/ BDAY_SUCCESS_PORT \

( Payload:

The port successfully opened by the birthday
paradox
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No Payload
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Payload:

If peer has No Payload
random port
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\\\

/" SYN_ACK_FLOOD_SEQ_NUM

Payload:

\
|

/

\\

\

The sequence number used in the SYN flood by
the peer /

SYN_ACK_FLOOD_DONE \

\  The sequence number used in the SYN flood by
\

Y.

\\\ the buddy ///
\ / BUDDY_PORT N\
:‘ Payload: f‘
\ The buddy’s external port if it is known /
\\ Whether or not the birthday paradox is needed
- } If buddy has - T
random port /
— allocation  / WAITING_TO_SYN_ACK_FLOOD
/ PEER_SYN_SEQ N\ \\ No Payload /
Payload: f‘ ~__ —

The sequence number in the SYN sent from the

/
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